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1.

INTRODUCTION

This paper will provide the reader with an introduction to
the field of financial auditing and the applicability of Decision
Support Systems (DSS), Artificial Intelligence (AI), and Expert
Systems (ES) to that field of endeavor. The paper will also discuss a continuing research project concerning the application of
DSS/AI/ES techniques to the evaluation of internal accounting controls. The reader will find that the evaluation of internal
accounting controls is a critical step in every financial audit
and that it is an area in which the auditor exhibits substantial
expertise. It is thus an area of work particularly suited to
the application of expert systems technology.
The current research group members each bring special and
necessary inputs to the project and in some sense represent our
attitude toward work in these areas. We have representatives
from the functional areas of accounting and auditing, psychology
and computer science. We believe that this interdisciplinary
approach is the only way to assure that relevant questions are
addressed within the context of the most current research and
practice results from the underlying disciplines.

* We would like to thank the public ~ccounting firm of Peat,
Marwick, Mitchell & Co., the McKnight Foundation, and the Artificial Intelligence Research Center of the University of Minnesota for their support. The paper represents the authors'
beliefs and not those of the orgar1izations noted above.
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The specific issue addressed by the current research concerns
the auditors' evaluation of internal accounting controls.

Part of

the current research team has been involved with the question for
some time.

An earlier project reported at an earlier NATO con-

ference worked under the acronym, TICOM, or The Internal COntrol
Model.

TICOM is a computer supported description and evaluation

system for accounting internal controls.

While TICOM is based on

AI concepts, it does not act as an ES, but rather as a DSS, oroviding basic information about the internal controls, but leaving
all judgements to the auditor [Bailey et al., 1983].
The current research concentrates on the comolete process of
developing an expert system, but focuses most heavily on the cognitive science issues.

Various methods of assessing the auditors'

judgement processes are used in order to build the knowledge base.
An expert system shell known as GALEN is used to build a computational model of the resulting process.

GALEN was developed at

the University of Minnesota by two of the authors [Moen, 1984].
The resulting computational model will then be validated using
several validation approaches.

While this research is a direct

outgrowth of the previous TICOM project, TICOM does not form an
integral part of this study, as this study concentrates on the
c9gnitive aspects of the auditors' expertise.

TICOM will be

introduced at a later date as part of the knowledge base of the
resulting computational model when the project enters its field
development stage.
Our results to date are very encouraging.

We are confident

that the auditors do exhibit the necessary expertise in making
internal control judgements and that that expertise can be represented in a computational model~

This paper will present the

nature of our research effort, the resulting model structure and
the results obtained to date.

A complete computational model is

not yet available.
The rest of this paper is composed of five sections.

Section

2 presents the structure of the financial auditing function and
the potential aspects in which DSS/AI/ES techniques may contrib ut(
to that function.

Section 3 discusses the extant research

relevant in extending the expert systems work to auditing and
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accounting.
Section 4 details the current research effort
in understanding the auditors' judgements processes in evaluating
internal accounting controls for auditing purposes and in building a computational model of that process.

Section 5 presents

the preliminary results of that effort and Section 6 concludes
with suggestions for future research efforts in auditing and
expert systems.
2.

THE AUDITING FUNCTION AND THE APPLICABILITY OF DSS/AI/ES
This section will introduce the reader to the basic defini-

tions, objectives and structure of the financial audit.

We assume

a low level of specific knowledge about the audit process when
making this presentation.

For those readers familiar with the

topic, we ask your patience.

We believe that to appreciate the

need for DSS/AI/ES techniques in the auditing context and more
particularly to understand the importance of the internal accounting controls issues, the reader must have a sense of the
full audit context.

We will attempt to point out likely appli-

cation areas for DSS/AI/ES techniques as we present this material,
but will expand on these points in the next section.
While accounting and auditing are related, they are distinctly
different activities.

"The primary purpose [of accounting] is

'to provide quantitative information primarily financial in
nature, about economic entities that is intended to be useful in
making economic decisions.'

As an information system it captures,

processes, and disseminates both externally and internally, economic information about the organization to an assortment of individuals .... "

Internal control issues are of significance to

accountants in order to ~ssure the accuracy, reliability and
timeliness of the resulting reports and to conform to existing
legal requirements such as specified by the Foreign Corrupt Practices Act (FCPA) of 1977.

Internal controls are intended in this

context to provide for the keeping of books, records and accounts,
which in reasonable detail, accurately and fairly reflect the
transactions of the assets of the organization.

This is accom-

plished by devising and maintaining a system of internal control
(a) transactior.s
sufficient to provide reasonable assurance that:
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are executed in accordance with management's general and specific
authorizations;

(b) transactions are recorded as necessary to

permit preparation of financial statements in conformity with
generally accepted accounting principles or other criteria applicable to such statements, and to maintain accountability for
assets;

(c) access to assets is permitted only in accordance with

management's general or specific authorization; and, (d) the
recorded accountability for assets is compared with existing
assets at reasonable intervals and appropriate action is taken
with respect to differences [American Institute of Certified
Public Accountants, 1972].

In summary, accounting is involved

with the maintenance of a system capable of preparing accurate,
reliable and timely financial reports.
Auditing is a systematic process of objectively obtaining and
evaluating evidence regarding assertions about economic actions
and events to ascertain the degree of correspondence between
those assertions and established criteria and communicating the
results to interested users.

This definition clearly distin-

guishes the accounting responsibility for the design and maintenance of systems of accounting from the function of an auditor.
The auditor in this context attempts to obtain evidence in supoort of the appropriateness of the design, maintenance and resulting reports produced by the accountants system.

The finan-

cial audit is generally considered to be an attestation audit
designed to communicate a statement of opinion (judgement),
based upon convincing evidence, by an independent, competent,
authoritative person, concerning the degree of correspondence
in all material respects of accounting information communicated
by an entity (individual, firm, or governmental unit) with
established criteria.
The problem of established criteria is hot a trivial one for
either accountants or auditors.

The criteria for the financial

reports are established by the Financial Accounting Standards
Board (FASB) subject to oversight by the Securities and Exchange
Commission (SEC), the Court system and established practice.

The

established criteria for the system designed to produce these
reports is less well established.

In general, accepted practice
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augmented by limited analysis has been the audit criteria.

The

Statements on Auditing Standards provide broad guidelines for the
implementation of control systems.
concerns are enumerated:
1.

The following categories of

Establishment and supervision of internal accounting control systems is a management responsibility.

2.

Absolute assurance of effectiveness is probably not cost
effective; thus, reasonable assurance is acceptable.

3.

Concepts of internal control are independent of the data
processing mechanism.

(This applies to computer process-

ing as well as manual processing of transactions.)
4.

Any system of control may be compromised by error, collusion, management override, or deterioration in compliance.

5.

Competent personnel of high integrity are essential to
good internal control.

6.

Segregation of functions implies that those in a nosition
to perpetrate "error" should not also perform functions
enabling them to conceal those "errors."

For instance,

those who control assets should not also control the
accounting for assets.
7.

There is a need to generate independent evidence supporting valid authorization, approval, and performance of
actions.

8.

Proper documentation, recording, authorization, and
approval of transactions must be maintained.

9.

Access to assets must be limited to authorized personnel.

10. Periodic comparisons of recorded amounts to actual assets
and follow up on deviations are essential to good internal
control.
Based on broad guidelines of this nature as to the system
designed to capture, process and manipulate economic data for
the preparation of financial reports consistent with generally
accepted accounting principles of reporting, auditors attempt to
gather evidence about managements reports.
The evidence gathering process itself can be organized for
descriptive purposes into four basic phases as illustrated in
Figure 1:

Planning and Design of the Audit Approach; Tests of
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GATHERING AUDIT EVIDENCE
PHASE I
PLANNING AND
DESIGN OF AUDIT
APPROACH

PREPLAN
OBTAIN BACKGROUND
INFORMATION
OBTAIN INFORMATION
ABOUT CLIENT'S
ASSESS MATERIALITY
AND RISK
REVIEW AND EVALUATE
INTERNAL CONTROL

--------------------------- ------------------------------PHASE II
TESTS OF
TRANSACTIONS

LOW
COMPLIANCE TESTS
OF TRANSACTIONS

SUBSTANTIVE
TESTS OF
TRANSACTIONS

SUBSTANTIVE
TESTS OF
TRANSACTIONS

LIKELIHOOD OF ERRORS
IN F!NANCIAL STATEMENTS

------------~---------------- -----------------------------A.A, ARENS/J, K, LOEBBECKE., AUDITING: AN INTEGRATED APPROACH., 3RD
ED,., PRENTICE-HALL,., ENGLB,00D CLIFFS., N,J,., COPYRIGHT 1984.
ADAPTED FROM MATERIAL BY TOUCHE ROSS &CO,., COPYRIGHT 1978,
REPR I ITTED BY PERMI ss 10r~,

Figure 1

271

--------------------------------- ------------------------PHASE III
DIRECT TESTS
OF BALANCES

PHASE IV
COMPLETING
THE J'.'.UD IT

LOW

MEDIUM
ANALYTICAL REVIEW
VERIFICATION OF KEY ITEMS
ADDITIONAL VERIFICATION OF DETAILS

REVIEW OF CONTINGENT LIABILITIES
REVIEW OF SUBSEQUENT EVENTS
EVALUATE RESULTS
ISSUE AUDIT REPORT

A.A, ARENS/J, K, LOEBBECKL AUDITING: AN INTEGRATED APPROACH, 3RD
EDo1 PRENTICE-HALL., ENGL£HOOD CLIFFS, N,J,, COPYRIGHT 1984,
ADAPTED FROM MATERIAL BY TOUCHE ROSS & CO,, COPYRIGHT 1978.
REPRINTED BY PERt1ISSION,

Figure 1 (cont.)
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Transactions; Direct Tests of Balances; and, Completing the Audit
[American Institute of Certified Public Accountants, 1972].
Within each of the basic four phases are substantially more
detailed sets of activities and judgements necessary to operationalize the process.

We also recognize that this simple linea1

scheme is convenient for exposition, but that the process in fact
proceeds in a much less obvious progression of events.

To provid t

some sense of the increasing complexity of the process consider
the "Assess materiality and risk" box with the Planning Phase of
the audit.

Figures 2 and 3 are suggestive of the estimates and

judgements necessary.

Both of these orocesses are critical to

the audit planning and implementation process and are reputed to
involve substantial auditor expertise in their evaluation.

Littl(

objective data is available as to how auditors make these assessments or how they subsequently incorporate them into the subsequent phases of the audit.
Both of the above assessments are related to the evaluation
of internal controls, which involves substantive judgements as
suggested by Figure 4, part of the Planning process, and by
Figure 5, part of the Tests of Transactions process.
These figures allude to the complexity of the audit task,
both in terms of the number of judgements necessary and the lack
of objective, normative criteria for specifying either the judgement itself or its relationship to other parts of the audit.
The applicability of DSS/AI/ES concepts in the auditing
environment is self-evident.

Audits are complex decision-making

problems well beyond the capacity of analytic solution even if
many of the judgement aspects of the audit could be reduced to
simple quantitative relationships

[Bailey et al., 1981).

At

numerous points in an audit the auditor is called upon to exercise what can only be called expertise:

assessing materialit y

and risk for a specific client; e v aluating intern a l control;
planning an audit based on the assessment of risk, materiality,
and other inputs; revising the plan based on results obtained
during the audit; and, choosing a final opinion.

Desired
audit risk
for accounts
receivable
Overall
desired
audit risk

Desired
audit risk
for inventory

Achieved
audit risk
for accounts
receivable

<:::

r

Overall
achieved
audit risk

Audit
evidence

<

~

Achieved
audit risk
for inventory

Y'

A.A. ARENS/J.K. LOEBBECKE, AUDITING: AN INTEGRATED APPROACH,
3RD ED., PRENTICE-HALL, INC., ENGLEWOOD CLIFFS, N.J. COPYRIGHT
1984. REPRESENTED BY PERMISSION.
Figure 2

I\)

"'

(.,)
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Step
1

Set
preliminary
estimate of
materiality

Step
2

Allocate
preliminary
estimate of
materiality
to segments

Step
3

Estimate
total error
in segment

Step
4

Estimate
the combined
error

Compare
combined
Step
estimate to
5
preliminary or
revised estimate
of materiality
A, A, ARENS/J , K, LOEBBECKL ALID IT ING: AN l NTEGRATED APPROACH.,
3RD ED,, PRENTICE-HALL, INC,., ENGL£v-K)()D CLIFFS, N,J, COPYRIGHT
1984, REPRESENTED BY PERMISSION,
F i gur e 3
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Review the existing
system d internal

CX>ntrol

Evaluate the system
by tdentifying

----

Weaknesses

Do not rely. Design
and perform substantive
tests. Give particular
consideration to identified
weaknesses.

Yes

No

De~n ·and perform
compliance tests

Design and perform
reduced substantiw
tests

A.A, MENS/J,K, L..OEBBECKE., AUDITING: AN INTEGRATED APPROACH.,
3RD ED,., PRENTICE-HALL., INC,., ENGLEW)()D CLIFFS., N,J, COPYRIGHT
1984. REPRESENTED BY PERMISSION,
Figure 4
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Do not rely.
Design and periorm
substantive tests of
transactions and
direct tests of balances.
Yes

No

Yes
Design and
pertorm
compliance tests
and
substantive tests
of transactions

No

Yes
Design and perform
reduced substantive
direct tests of balances
A,A, AAENS/J, K, l..OEBBECKE, AlIDITING: AN IITTEGRATED APPROACH
3RD ED,, PRENTICE-HALL, INC,, ENGL..EvmD CLIFFS, N,J, COPYRIGHT
1984, REPRESENTED BY PERMISSION,
Figure 5
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3.

EXTANT AUDITING DSS/AI/ES APPLICATIONS
Interest in DSS/AI/ES and other computer-based decision tools

is epidemic among accountants and auditors.

The Symposia on

Decision Support Systems for Auditing and Accounting at the University of Southern California attests to this fact.

This section

briefly reviews the existing literature in auditing as it relates
to DSS/AI/ES.
There are many views about what should be included as DSS and
their relationship to AI and ES.

While no definitive statement

of definitions and characteristics for DSS exist, the following
are indicative of many of the lists of such characteristics.
1.

Computer Based

It's possible to implement a DSS without

a computer (certainly paper-based systems do exist), however, it is the processing power of computer technology
that makes most DSS practical.

All of the DSS discussed

in this paper are computer-based systems.
2.

Interactive -- Interactive computer usage means that the
computer may interrupt processing to query the user for
input.

At the same time, the computer may provide infor-

mation on the results of processing thus far.

Another

form of interaction includes a query by the user requesting additional feedback or data.
3.

Data Retrieval and Manipulation -- DSS commonly support
information access to large data banks.

Information

access may include the abilities to selectively retrieve,
summarize and classify.

In some DSS applications, such

as data base management systems, data retrieval and
manipulation is the main function.
4.

Decision Model -- Many DSS applications have as their
main function the implementation of a decision model.
decision model combines data and decision rules to suggest a course of action .

A decision rule is a logical

inequality that evaluates to either true or false or
into some vector of results with attendant probability
assignments.
In this paper, we use the term Decision Support Systems or

A
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DSS in a broad sense to refer to any interactive computer application that helps a decision maker by providing access to large
data banks or by implementing a decision model or both.
Artificial Intelligence (AI) has been defined by Barr and
Feigenbaum [1981) as "the part of computer science concerned with
designing intelligent computer systems, that is, systems that
exhibit the characteristics we associate with intelligence in
human behavior -- understanding language, learning, reasoning,
solving problems, and so on." AI systems may use normative or
optimal modelling techniques or they may mimic human decisionmaking processes.

Furthermore, they may or may not be designed
as an aid for decision makers. A sub-classification of AI is

ES.

Like AI, expert systems may use optimal modelling techniques

or mimic human decision-making processes, and may or may not be
designed as aids for decision makers.

However, most ES tend to

mimic the heuristics of experts.
Expert systems have been defined by Stefik et al.

[1982) as

" ... problem-solving programs that solve substantial problems
generally conceded as being difficult and requiring expertise.
They are called knowledge based because their performance depends
critically on the use of facts and heuristics used by experts."
Feigenbaum [1978) says, "we must hypothesize from our experience
to date that the problem solving power exhibited in an intelligent agent's performance is primarily a consequence of the
specialist's knowledge employed by the agent, and only very
secondarily related to the generality and power of the inference
method employed.

Our agents must be knowledge rich, even if they

are methods poor."

Thus, expert systems attempt to capture spe-

cific knowledge from an acknowledged expert concerning a specific
problem domain and replicate the decision inference process used
by this expert.

In this paper, expert systems is used in a narrow

sense to refer to interactive computer applications that help a
decision maker by simulating the specific knowledge and inference
processes used by experts in their limited domain of expertise.
Alter [1977) proposed a taxonomy of decision support systems
that covers a range from data oriented to model oriented systems.
We propose a three way taxonomy based on the nature of the DSS in
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Auditing Applications.

We arbitrarily divide the nature of the

DSS into Deciiion Aids, Non-Expert DSS, and Expert System~.

A

system was considered a decision aid for our purposes when it was
insufficiently interactive to be classified as a Non-Expert DSS
or ES, i.e., level of interaction was the distinguishing characteristic .

At the other extreme an ES was distinguished from a

Non-Expert DSS on the basis of the degree to which the DSS
attempted to emulate the expert's decision processes rather than
providing model based solutions to problems.

This characteriza-

tion, like each of the others, is flawed, but will serve our purposes in reviewing the auditing literature to date.
3.1.

A Review of Auditing Decision Support Systems
Auditors have long been involved with DSS, long before the

computer made its practical debut.
bly of independent professionals.

Auditing firms are an assemIn order to attain a common

level of professional performance and to train new professionals
in the field, auditing firms found that training programs and
field decision aids could contribute substantially to improved
professional judgement.

The issue of measuring the improvement

from an auditing context is not settled and perhaps cannot be in
any definitive manner.

Unlike the medical diagnosis areas where

the use of ES first took hold with MYCIN [Shortliffe, 1976] or
in the chemical compounds area represented by DENDRAL [Lindsay
et al., 1980), in many areas of auditing there is no practical
and definitive means of ascertaining the correctness of a professional judgement.

In theory, an exhaustive search of the

clients' records might permit an accurate assessment, but practical
economics precludes such a process except very rarely.

Thus the

measures of success have tended to focus on professional consensus.
The development of organized methods of collecting, organizing and scoring data collected on audits was a long established
practice before the computer.

However, the advent of inexpensive

computing has opened new horizons .

As a result, virtually all of

the manual aids previously used by auditors have or are being converted to computer support systems.

These include the systems
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prepared by the major Public Accounting firms, as well as private
software houses catering to the Public and Internal Auditing
communities.

Most of these systems concentrate on data collection

from client systems, organization, analysis based on descriptive
and normative models, statistical sampling methods, and workpaper
control.

They are, in most cases, Decision Aids, lacking the

characteristics necessary to be a Non-Expert DSS.

The list of

such systems is an alphabet soup of acronyms including:

ASK,

AUDITAID, BASE, CARS, PROBE and numerous others [Weber, 1982).
These Decision Aids are computer based, but provide little
interactive support, relying on the auditor to select from among
the available models for data collective, organization and manipulation.

Many of the Decision Aids come equipped with normative

models for data analysis purposes, but do not provide a direct
recommendation to the auditor or direct the auditor along new
paths of inquiry.
In the last several years auditing firms have become very
active in extending the capabilities of Decision Aids by adding
menu-driven, interactive components to support the various audit
functions.

Peat,Marwick and Mitchell's SEACAS system is perhaps

the earliest and best developed of these systems.

Other Non-

Expert Decision support systems work in auditing includes the
Balachandran and Zoltners [1981) staff scheduling model, the
Mock and Vertinsky [1984) risk assessment program, and several
efforts in providing training systems in Bayesian revision for
auditors.

These systems appear to be true Non-Expert DSS,

possessing the characteristics noted above, but without effective
query capability and no expert analysis potential at this time.
Non-Expert DSS are part of a new wave of technological innovation in the field of auditin~.
nology and the potential.

Auditors a~cept both the tech-

Within the next several years we will

see numerous such systems coming on line.
AI related research in auditing starts with the work of
Bailey, Gerlach and Whinston and the TICOM II project.
the acronym for the Internal Control Model.

TICOM is

TICOM I was not

based on artificial intelligence concepts, but rather on a data
based model.

TICOM III [Bailey et al., 1985) is the prototype
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operating systems of TICOM II.

TICOM III is a Non-Expert DSS in

that, while it employs many artificial intelligence-like analysis
methods, it does not provide for an expert judgement by the system itself. This is still left to the auditor. Nevertheless,
in concept TICOM differs from the previous DSS efforts in its
explicit attempt to provide an intelligent analysis of a system
of internal control based on the auditors' criteria and supported
by a query system closely approximating the natural query processes used by auditors.
In the last few years, numerous projects have been started
that attempt to apply expert systems techniques, a sub-category
of AI concepts, in the development of expert systems for auditors.
These include the development of TAXMAN and TAX ADVISOR [Michaelson, 1982) to provide legal tax advice.

TAX ADVISOR is based on

the EMYCIN [van Melle et al., 1981) shell.

AUDITOR [Dungan and

Chandler, 1980) is an expert system for the evaluation of the
adequacy of the client's allowance for bad debts.

Systems under

development include ones by Braun and Chandler [1982) to aid
auditors in Analytic Review, by Wright at the University of
Minnesota to provide an evaluation of the bank loan credit assessments, by Hansen and Messier [1982) model for evaluating EDP
Controls, and by Bailey, Duke, Johnson, Meservy and Thompson
[1984) for internal control evaluation.

The Peat, Marwick, Mitchell

Foundation, through its Research Opportunities in Auditing (PMM/
ROA) program funded several additional projects in its most recent
round of awards

[Peat, Marwick, Mitchell

& Co.,

1976).

The interest and acceleration of current activity in building
DSS in auditing provides a clear indication that research and
development of such systems is about to explode.

The above brief

discussion of systems in auditing represent only the tip of the
iceberg of current interest and activity.

Further, this dis-

cussion ignores the many studies necessary to the final implementation of such systems.

Studies such as that of Biggs [1984)

on the Gong Concern judgement process, Mutchler [1984) on the
issues of Subject To opinions, and numerous others facilitate
the future development of DSS for auditors.
From the discussion in Section 2, it should be clear that
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numerous expert judgements are necessary in an auditing context.
Each of these judgements must be studied in order to gain an understanding of the auditor's judgement processes and then placed
within the context of an appropriate computational model, one that
uses an analysis methodology analogous to the auditor's.

Funda-

mental research issues must be addressed in many of these areas
before the development of expert systems or other DSS can be considered.

Significant behavioral issues remain unresolved .

In

addition, new developments in artificial intelligence will be
needed if the richness of the auditing situation is to be embedded in expert systems that are more than small fragments of the
audit.
The rest of this section presents a short history of the development of our current research effort in this area.

It covers

a part of the TICOM research and an ongoing study.
3.2.

The Internal Control Model-TICOM
TICOM is a computer-based analytic tool that aids the auditor

to first model the internal control system and · then to query the
model in order to aid the auditor in evaluating the internal control system.

In the context of our previous discussion, it is

a Non-Expert Decision Support System.

However, TICOM is based on

concepts in artificial intelligence such as knowledge representation and graph simplification.

It was developed to aid auditors

in the design of new systems or the description of existing internal accounting control systems and to allow the auditor to query
the description.

The artificial intelligence properties of TICOM

permit a limited analysis and evaluation of the system in response
to the auditor's query.
TICOM is composed of two sets of interrelated programs, the
Internal Control Description Language (ICDL) compiler and the
query processor.

TICOM is the first auditor decision support

system designed to permit auditors to perform their traditional
tasks of internal control description and evaluation while using
the power of the computer in an artificial intelligence like mode.
The ICDL allows the auditor to develop internal accounting control
descriptions at any level of detail or aggregation, maintaining
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information on agents, objects, repositories and corrnnands necessary for the description.
Agents are the actors in the system who perform a task.
Individual agents or groups of agents manipulate the objects within
the system.

Repositories represent storage locations for objects,

such as file cabinets, magnetic tapes, buildings, etc.
tasks are described using one or more commands.
is reasonably short including:

Agents'

The command list

ASSIGN, MODIFY, DESTROY, TRANSFER,

WAIT-FOR, PUT, GET, COPY, END-TASK, REVIEW, and the boolean IFTHEN-ELSE.
The internal representation of a TICOM system description is
in the form of a bilogic directed graph showing both control and
data flows . A partial ordering of the ICDL description is explicitly encoded in the internal representation.

As a result, ana-

lytic procedures can operate directly on the internal representation.

Analysis makes use of the concepts of contraction and

simplification in order to respond to a user query.
In developing our current project, we initially intended to
simply extend TICOM by adding appropriate evaluation functions
based on the results of the query process.

While this may seem

like a natural extension to an expert system, we again encountered
a difficulty which we had earlier put aside.

We, in fact, did

not know how the auditor arrived at an evaluation based on the
results of querying the system of internal control.

As a result

our current efforts are directed to the cognitive aspects of the
auditor's decision process in an attempt to derive the auditor
employed heuristics.
TICOM is not used directly in this study.

Completion of this

study will, however, lead to the incorporation of TICOM as a
part of the static knowledge base of any expert system dealing
with the identification of internal control evaluation activit y .
4.

AUDITING INTERNAL CONTROLS:

A COMPUTATIONAL MODEL

Researchers, as well as teachers and practitioners, are
interested in the processes that experts use when making judgements and decisions.

While expertise in such fields as medicine,
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physics, and chess have been studied intensely during the past
twenty years (e.g., Kleinmutz [1968], Einhorn [1970), Elstein et
al.

[1978], Johnson et al. [ 1982]), comparatively little research

has been done in the fields of business and management.

Particu-

larly in the field of auditing there is a lot of interest in how
auditors make judgements.
Expertise has been defined as the "knowledge about a particular domain, understanding of domain problems, and skill about
solving some of these problems" [Hayes-Roth et al., 1983]. Davis
has proposed that the nature of expertise includes the ability
to:

(1)

solve the problem;

(4) restructure knowledge;

(2) explain the result;
(5) break rules;

(3) learn;

(6) determine rele-

vance; and (7) degrade gracefully [Davis, 1982].
An expert's knowledge consists of both public and private
information.

Public knowledge includes the facts, theories and

definitions as found in the texts and journals referenced by
those studying in the domain.

However, human experts also possess

private information that is not found in any of the public literature.

Much of this private knowledge is in the form of rules of

thumb which we will refer to as heuristics.

Heuristics allow

experts to "make educated guesses when necessary, to recognize
promising approaches to problems, and to deal effectively with
errorful or incomplete data" [Hayes-Roth, 1983].

Knowledge

engineers, who are concerned with the acquisition and representation of knowledge, concentrate much of their effort on the
elucidation and reproduction of such "rules of expertise."
Human expertise in problem solving is largely the recognition
and use of heuristics.

Fe_igenbaum emphasizes that "experience

has taught us that much of this knowledge is private tot .he expert, not because he is unwilling to share publicly how he performs, but because he is unable.

He knows more than he is aware

of knowing" [Feigenbaum, 1978].
Experts hypothesize possible solutions early in the problem
solving process whenever possible.

In medical diagnoses, for

example, it has been shown that many errors are the result of a
failure to include the correct diagnoses in the early hypotheses
considered.

The medical profession has commonly enr01,r,qoed med-
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ical workup she_e ts, which serve to increase the number of hypotheses considered and help to avoid premature closure.

Account-

ing firms have similarly used generalized control questionnaires
and standard audit planning worksheets to help auditors analyze
various types of exposures that may occur.
Auditors may be considered experts in performing certain
tasks.

The objective of this study is to determine the processes

that auditors use in a specific audit task, formalize and implement those processes as a computational model, and then test the
model.
4.1.

Auditing Internal Accounting Controls
The American Institute of Certified Public Accountants (1979)

defines internal controls as "the plan of organization and all
the coordinate methods and measures adopted within a business to
safeguard its assets, check the accuracy and reliability of its
accounting data, promote operational efficiency, and encourage
adherence to prescribed managerial policies ... " (Section 320.09)
[AICPA, 1972). Mair, Wood, and Davis in their book "Computer
Control and Audit" present the definition:

"Controls act upon

things that can go wrong which, in turn, leads to the reduction
of exposure" [Mair et al., 1978). Although all public accounting
firms evaluate controls and general guidelines have been suggested
by several different researchers [Mautz & Winjum, 1981), auditors
still have difficulty evaluating the quality of internal control
systems.

Because the extent of audit work to be performed by

external auditors is determined in large part by an evaluation
of internal controls, there is a need for a more rigorous framework of internal control evaluation.

Further, the Foreign

Corrupt Practices Act (1977) places particular emphasis on the
existence of, and the auditor's evaluation of internal controls.
The evaluation of internal controls has typically used such
decision support aids as flowcharts, questionnaires, and narratives concerning the client's accounting systems.

After studying

the flowcharts and questionnaires, the auditor makes a judgement
as to the relative strengths and weaknesses of the internal control system.

The judgement process of evaluating problems in the
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system of internal controls from flowcharts and narratives is
still a "subjective art" at best.

Although experts can provide

a novice with some logically sound methods of processing the
available data, they cannot tell the novice how to evaluate the
strength of an internal control system.

In fact, experts them-

selves sometimes do not agree on what constitutes adequate control.

Recently, much research has focused on judgemental con-

sensus among auditors

[Joyce and Libby, 1982 and Libby, 1981].

The weaknesses inherent in these traditional techniques have
been recognized for some time by accountants and accounting firms.
The last several years have witnessed the introduction of a number
of new approaches intended to regularize the data collection and
evaluation process.

Previously referenced research suggests a

greater likelihood of success on the c.ollection side than on the
evaluation side.

Nevertheless, public accounting firms hope that

these new approaches will lead to greater consensus in evaluating
internal controls among their field auditors.
Libby has suggested that "fault trees could be constructed to
indicate important potential errors and the controls designed to
detect them.

These trees would highlight the key controls and

also focus on their interrelationships" [Libby, 1981].

The con-

cept of a fault tree is similar to, but a naive version of,
hierarchically ordered production-rules as used in current expert
systems.
4.1.1.

The Audit Task

The study and evaluation of internal accounting controls is
a problem involving the expertise of well-trained auditors.

The

task of determining the presence (or absence) of accounting controls is a requirement of each and every aud~t performed by CPAs.
The following discussion elaborates on the auditor's task in
auditing internal controls.

The discussions also attempt to

sketch out auditor strategies in order to suggest the means by
which a model of the auditor's expertise might be constructed.
The general objective in studying accounting internal controls
is to satisfy the auditor's second standard of field work:

"There

is to be a proper study and evaluation of the existing internal
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control as a basis for reliance thereon and for the determination
of the resultant extent of the tests to which auditing procedures
are to be restricted" [AICPA, 1972]. Thus the PRIMARY purpose is
to determine whether the accounting controls are strong enough to
be relied upon to produce reliable financial information.

If the

internal controls are determined to be strong, then the scope of
other audit procedures may be more restricted than when the internal controls are determined to be weak.

A second objective

is to provide the auditor with a basis for constructive suggestions on how to improve the client's internal accounting controls
[Loebbecke and Zuber, 1980].
4.1.2. Task Expertise
The strengths and weaknesses of an internal accounting control
system are evaluated by determining control objectives, identifying controls and faults from a description of the system, and
then combining the controls and faults into an overall evaluation
of the sufficiency with which each control objective has been met.
Controls and faults are conceptual objects that can be identified by particular recognizable patterns of data embedded within
the statements describing the accounting information system.
Controls are patterns of data that prevent, correct, or detect
system exposures to loss or misrepresentation.
may be of various sizes .

These patterns

Faults, however, act as "red flags"

triggering auditor concerns.

The identification of a fault does

not necessarily indicate a system weakness as there may be offsetting controls, but the identification of a fault generally
results in a search for compensatin~ controls.
Auditor associations between specific system designs and the
resulting strength of internal controls, are learned through
formal education, case examples, and by performing many similar
auditing tasks.

These associations permit chains of deductive

reasoning to be constructed connecting the structural design of
the accounting system and the likely functional strengths and
weaknesses of the system.
reasoning.

This approach is called prototypic

Based on the pervasiveness of prototypic reasoning

among experts and the manner in which auditing expertise is
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acquired, we will proceed on the assumption that auditors use
prototypic reasoning [see Figures 6 through 13].
The result of the internal control evaluation task consists
of:

(1) a suggested list of controls for the compliance testing

phase; and (2) a list of control weaknesses.

The list of control

weaknesses indicates significant problems discovered during the
evaluation process and the resulting exposures that could occur.
The auditor uses this list in establishing subsequent compensating audit steps and for interaction with management.

The specific

weaknesses identified are combined with the controls to determine
sufficiency for each control objective, which in turn results in
the auditor expanding some of the substantive tests performed
later in the audit.
4.1.3.

Task Difficulty

The overall system evaluation of internal accounting controls
is difficult.

There is no unique set of acceptable controls that

is considered normative.

Rather, the accounting system may be

configured with numerous acceptable combinations of controls.
Also, experts are unable to describe each step in the evaluation
process, rather the process is normally taught by having students
solve numerous case problems and provide ex post rationalizations
of the analysis process followed.

Behavioral studies clearly

indicate that the ex post explanation often does not match the
process actually followed by the expert [Nesbett and Wilson, 1977].
4.2.

The Research Project
The objective of this study is to formulate and test a model

of the processes employed by audit managers and partners in
reviewing and evaluating internal accounting controls.
ment of the model will be based on:

Develop-

(1) interviews with a small

sample of practicing auditors; and (2) observations of these same
auditors performing the internal control evaluation review task.
The resulting model will be implemented as a computational model
and tuned to one expert.
lists:

The model output will consist of two

(1) recommendations for specific controls to be compliance

tested; and (2) a list of control weaknesses.

The model will the~
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be tested using new cases (same task) and cross-validated against
the performance of additional auditors performing the task.
4.2.1.

Limitations

The initial model will be limited to evaluating controls commonly found in Purchases, Payables and Cash Disbursement systems.
This is consistent with generally accepted auditing standards
(Section 320), which emphasizes an ordered approach to considering classes of transactions as follows:
A.

Sales, Receivables and Cash Receipts;

B.

Purchases, Payables and Cash Disbursements;

C.

Inventories and Production;

D.

Personnel and Payroll;

E.

Property, Plant and Equipment.

In addition, the initial computational model will not be expected
to handle novel (uncommonly different) accounting systems.
4.3.

Project Phases
The objectives for the research program are summarized in

three phases:

(1) model development,

and tuning, and (3) model evaluation.

(2) model implementation
(See Figure 14 with dis-

cussion below . )
4.3.1.

Phase I-Model Development

Preliminary representations of expertise, including key concepts and relationships, have been developed from interviews and
experimental task data using experts both as collaborators and as
subject-informants.

These descriptions consist of problem solv-

ing steps and heuristics that represent auditor judgement in (a)
identifying internal accounting control objectives,

(b) identify-

ing controls and faults in the accounting system, and (c) evaluating the system controls, weaknesses, and sufficiency of documentation.
4.3 . 1.1.

Knowledge acquisition

Research at the University of Minnesota by Johnson [1983) ha s
isolated general principles of eliciting expert knowledge that

P L AN OF
MOD E L

D E V E L O P r1 E N T

WO R K

P HAS E

PROTOCOL SCORING RULES
IN IT I AU ==> Sl ==> I
CASE

>==> S2 ==>
==>

PROTOCOLS

~

==> PROTOCOL ANALYSISl

==> SCORING CATEGORIES

& PROCEDURES

&

S3 ==>t CONCLUSIONS

MODEL DEVELOPMENT
ADDITIONAL CASES
(OBSERVATIONAL)

=~

Sl ==>PROTOCOLS & ==> SCORED PROTOCOLS ==>HEURISTICS
CONCLUSIONS
& CONCLUSIONS
(KNOWLEDGE STATES
& PROCESSES)

INTERVIEWS
(DESCRIPTIVE)

==>

S ==>HEURISTICS

l

II
II

(KNOWLEDGE STATES & PROCESSES)

==>FORMALIZED AS THE

MODEL

(USING PRODUCTION RULES)

MODEL

TUM I N G P H A S E

SEVERAL CASES
REF ItJEME NTS TO
KNOWLEDGEABLE*

==>}
-->

--

SEVERAL CASES==>

Sl

r10DEL

}

==> MODEL TRACE

h

==> MODEL CONCLUSIONS
SUBJECT & MODEL OUTPUT COMPARISONS
RESULTS IN REFINEMENTS TO
KNOWLEDGEBASE (SEE*ABOVE)

==> PROTOCOL & ==> SCORED PROTOCOL
COtKLUS IONS

Figure 14A

}--1

"-l
CD
CD

P L A N 0 F WO R K
MO D E L V E R I F I C A T I O N P H A S E
GENERAL DATA
MODEL == 3 TRACES

(CONTINUED)

3 SETS OF CONCLUSIONS*

THREE CASES:
1 TYPICAL
2 ATYPICAL

Sl (PRIMARY)}
S S S

4,

5,

6

PROTOCOLS
==) 9 PROTOCOLS ==) RATER 1} ==) SCORED
(HYPOTHESES
RATER2
CATEGORIES &
REASONING
PROCESSES)
==> 9 SETS OF CONCLUSIONS*==) TYPED CONCLUSIONS

PEER JUDGMENT
3 MODEL TRACES
3 SETS OF MODEL CONCLUSIONS*

"'
~
==)

12 SCORED SUBJECT PROTOCOLS
==)
12 SETS OF SUBJECT CONCLUSIONS(TYPED)*

Sg

==) 45 OUTCOME RATINGS BY:
(A) COMPLETENESS
(B) EFFECTIVENESS
==>

Sg

==)

S7

(C) AGREEMENT WITH
CONCLUSIONS

*CONCLUSIONS CONSIST OF:
(1) LISTS OF CONTROLS TO BE COMPLIANCE TESTED
(2) LISTS OF CONTROL WEAKNESSES

Figure 14B

300

may apply in a variety of settings.

This research continues to

develop and use these approaches to elicit knowledge from our
expert auditors.
in three parts.
4.3.1.2.

The multi-method approach is summarized here

Observational methods

The observational approach adopted for this study is to
collect "thinking-aloud protocols" which attempt to probe the
problem solving mechanisms being used by experts.

These proto-

cols provide information about the organization of the expert's
knowledge base, the actual knowledge it contains, and what control
structures are used to apply the knowledge.

A major difficulty

with observational methods is that the very techniques used to
determine the reasoning processes may distort those processes
[Nesbett and Wilson, 1977).

That is, the line of reasoning chosen

by the auditor when asked to relate each thought in the process
while solving the problem may be different from the one used when
that same auditor solves the problem under more natural conditions [Johnson, 1983a].

In this study, subjects are asked to

solve several cases using "thinking-aloud protocols."

The proto-

cols are then transcribed and analyzed to determine what processes are being used.
of rules.

The resulting data is formalized as a set

This initial protocol phase of research is followed

.

by a refinement phase in which experts are asked to comment on
the preliminary models developed from the protocols.
4.3.1.3.

Descriptive methods

Using this method, assessing expertise is essentially a
formalization process in which portions of the knowledge of an
expert are transformed into an explicit representation.

One

method of accomplishing this is through interviews with auditors
in which they attempt to characterize their knowledge and skill
in the given task situation.

The type of questions that are

asked include the following:
1.
"What objectives h do you think of when you see problem
2.

data about c?"
"What other evidence makes you start thinking about ob-
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jective h?"
3.

"What do you do immediately after thinking about objective h?"

4.

"What evidence (controls or sub-objectives) makes you
more certain that objective his satisfied?"

5.

"What do you do when you see evidence that supports objective h?"

6.

"What evidence makes you conclude that objective his
satisfied?"

7.

"What do you do once you know that objective his satisfied?"

8.

"What evidence makes you less certain that objective h
is satisfied?"

9.

"What do you do when you see faults in the data that contradict objective h?"
you look for?)

(What compensating controls do

10. "What makes you conclude that objective h cannot be satisfied?"
11. "What do you do once you know that objective h cannot be
satisfied?"
12. "What evidence makes you conclude that you have sufficiently solved the problem?"
13. "What evidence makes you conclude that you cannot solve
the problem?"
14. "What do you do when you've seen all the problem data and
are still unable to solve the problem?"

[Moen, 1984, p. 51].

A second, more formalized means is through the creation of a
precise "language" in which the expert describes his/her expertise.

The structure of the language is determined by the archi-

tecture of the knowledge base.

In this case an auditor describes

his/her lines of reasoning by means of production rules, if-then
statements.

Most existing methods of assessing expertise rely

heavily on descriptive methods.

The major limitation with the

descriptive method is that the more competent an expert becomes,
the less able he is to describe his problem solving knowledge
[Johnson, 1983].

Several books have been written on the objec-

tives, rules and procedures for evaluating internal controls
[Johnson and Jaenicke, 1980].

Using descriptive methods, expertise
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has previously been captured in the questionnaires and workpapers
of the large accountinP, firms.

Although these books provide a

reference for basic internal control production rules, this study
will emphasize those rules elicited directly from the experts
rather than from the literature.

To the extent rules identified

in the literature can be confirmed by auditor performance, such
rules may be used.
4.3.1 . 4.

Intuitive methods

Intuitive methods for capturing knowledge exist in two forms.
In one case, a knowledge researcher interacts with both the
auditor and the literature of the field in order to become familiar with its major problem solving methods.

Acting in this capa-

city, the researcher develops a representation of auditing expertise which is then checked against the opinion of other auditors
and eventually incorporated into our computer program.

A second

intuitive method of knowledge capturing is where a researcher,
who is an expert in the area, attempts to describe the basis for
his own knowledge and skill.

Intuitive methods are less con-

strained by notation structures than the descriptive analysis
techniques which utilize separate auditors and researchers.
However, they still suffer from the fact that dependence on
intuiti on as a means of recovering one's own knowledge is subjective and may not be adequate [Johnson, 1983).

Intuitive

methods will be used in the model building process to supplement
the above described observational and descriptive methods when
necessary .
4.3.1.5.

Subjects

Practicing CPAs in middle-managment of a large auditing firm
are serving as subjects in the project.

The local office of an

international auditing firm has provided time from busy manager
and partner schedules to participate in both the model building
and the cross-validation.

The model is being built largely with

the help of one auditor, who will also assist in model validation.
In addition, six other auditors will assist in validating the
model.
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4.3.1.6.

Knowledge acquisition summary

The study began with the creation of a "zero-order" model of
auditor processes.
1.

The model is then being developed as follows:

Interviews (descriptive methods) are being conducted with
subjects to gather information and resources for the development of specific task materials and to develop
preliminary descriptions of expertise.

Experts are used

as both collaborators and subject-informants.
2.

Experimental tasks are employed to assess expertise
(observational methods).

Subjects in these tasks attempt

to generate relevant internal accounting control objectives and evaluate working papers while "thinking aloud."
Transcripts are made of problem solving sessions and these
are being analyzed in detail following procedures developed by Erickson and Simon [1984], Johnson at Minnesota
[Johnson, 1983], and refined as part of the research.
3.

A model of auditor expertise is then being formalized
as a set of rules (see the knowledge representation discussion below) and further refined using descriptive
methods.

The products of the knowledge acquisition portion of the
research includes the representations of auditor expertise in
(a) the identification of specific internal accounting control
objectives;

(b) the evaluation and review processes, identifying

which controls should be further tested for reliance thereon;
and (c) the type of processes used in recognizing controls and
weaknesses.
4.3.1.7.

Knowledge representation

We have chosen to represent the expert knowledge of an auditor
by the use of production rules.

We make no claim for the uni-

versal applicability of such a representation, but rather rely
on the demonstrated utility of rule-based systems with characteristics similar to those encountered in analyzing internal controls.

Rule-based representations (also referred to as situation

-- > action rules or IF-- > THEN rules) allow easy modification
and explanation, both considered essential for building and then
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tuning such computational models.

Basically, each rule must cap-

ture a "chunk" of the domain knowledge, meaningful in and of
itself to the domain specialist [Feigenbaum, 1978].

The trigger-

ing conditions are normally referred to as the antecedents.

The

context is the "scratchpad" or working space describing the current state of the problem being solved.

If the antecedents are

matched against the context, then the consequences are enacted.
The rules are normally associated with "lines of reasoning"
and "episodes" that are comprehensible to the domain expert
[Feigenbaum, 1978].

Lines of reasoning involve the system analysis

methodologies emoloyed by the subject.

Episodes involve propos-

ing tentative goals and/or subgoals (hypotheses) and trying to
either substantiate or disprove the goal.

Such a generate-and-

test framework has been identified in behavioral studies by
Biggs and Mock [1981) and others when studying audit settings.
The formulation and maintenance of lines of reasoning and episodes
often requires the integration of many different "chunks" of
knowledge.

It is important that the implemented system be able

to explain its use of knowledge to the domain expert for both
refinement and validation purposes.
The knowledge representation portion of the model development
involves encoding the specific expertise identified (part one)
into production rules along with additional domain knowledge.
Each production rule represents a meaningful "chunk" of either
specific expertise and/or of general domain knowledge.
4.3.2.

Phase II-Model Implementation and Tuning

The preliminary model developed in Phase I is being implemented as a computational model by adapting a modelling tool, Galen,
developed at the University of Minnesota

[Thompson et al., 1983].

Galen's architecture reflects its development in modelling cognitive processes.

Galen's inference engine has the ability to par-

tition the knowledge base, the ability to search for a hierarchical set of goals, apply forward and backward chaining, and can
interact with a LISP representation of the audit working papers.
While demonstrating the generality of Galen, we find that the
adaptation of an already proven tool enhances our productivity.
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Combined with the rules developed in Phase I, the product will be
the shell of our computational model.
After the knowledge from Phase I is mapped into GALEN's representational framework, the system will be "tuned."

Tuning invol-

ves running several prototype accounting information systems
through the evaluation process and, in collaboration with our
expert, checking the lines of reasoning and episodes for reasonableness and making adjustments in the rules.
4.3.3 .

Phase III-Model Evaluation

Phase III experiments will focus uoon comparisons between the
control evaluation strategies of the model and the processes
employed by auditors.

The framework we propose to use to evaluate

the model performance has two major features:

(1) tests of suf-

ficiency or adequacy of model outcomes; and (2) tests of the
quality of model processes and of cue usage.

[See Figure 14]

Researchers have not been able to formulate any single critical experiment to which validation of similar models are susceptible.

Furthermore, due to the small sample size, statistical

evaluations of experimental results are generally not available
and researchers are constrained to rely on graphical techniques.
The approach used in this study will include several empirical
tests.

The empirical tests address different types of data,

each of which speaks to a different aspect of the model behavior .
The computational model will be fine-tuned around the expertise of one individual auditor (the primary subject).

The

computational model will initially be validated against this
individual using three cases which were not part of the model
development phase.

In addit~on, the model will be cross-validated

against three additional auditors using the three new cases.
For each case, the primary subject and three other auditors
will be asked to read aloud the pertinent data and give "thinkingaloud" protocols while reviewing and evaluating the workpapers
prepared by an in-charge auditor.

As part of the task, the sub-

jects will be asked to write out a list of:

(1) recommendations

for specific controls to be compliance tested; and (2) weaknesses
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identified from the system description.

At the conclusion of

each case, subjects will be asked to fill out a participant background questionnaire.

The complete problem solving session for

each subject will be tape recorded and transcribed.

The compu-

tational model will also receive each case and make similar
evaluations.

The output of the model will include:

(a) recom-

mendations for specific controls to be compliance tested;

(b)

weaknesses identified from the system description; and (c) a
trace of all data analyzed and rules fired.
4.3.3.1.

Tests of adequacy of model outcomes

The first type of analysis, for sufficiency or adequacy of
model outcomes, is to establish that the computational model can
identify and evaluate internal accounting controls.
be examined include the lists described above.

Outcomes to

The model's and

all four subjects' outcomes will be retyped and given to another
three subjects to judge.

For each task, the three subjects will

rate the (a) model's and four subjects' evaluations lists, (b)
subjects' scored protocols, and (c) model's trace.
will each be rated on three seven point scales:
of review;

These outcomes

(1) completeness

(2) effectiveness of compliance tests selected; and (3)

agreement with review conclusions.

These ratings will then be

analyzed to determine how well the model performs in relation to
the person it is modelled after and in relation to the other
auditors.
4.3.3.2.

Tests of quality of model processes and cue usage

A second type of analysis involves establishing the quality
of the evaluation processes employed by the model and the usage
of critical cues.

To establish quality of evaluation processes,

the inferences made must not only be "legal", but be the type of
inferences that experts would make.

Determining that a sample of

model behavior constitutes adequate auditing behavior is not a
simple matter.

In games, such as chess, it is fairly easy to

determine if the model is performing the requisite behavior
because the rules used to determine whether a given move is
"legal" are well-defined.

By contrast, in environments such as
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fault diagnosis and internal control evaluation, it is not clear
what constitutes a "legal move."

Furthermore, as in a game,

though all reasoning steps are explainable by logic or rules,
some "lines of reasoning" (smaller sets of steps or moves) must
be made according to a criterion of quality in order for the task
to be well done.

In medical diagnosis, for example, there is

typically present a small set of cues that if interpreted properly will lead to a correct diagnosis.

Experts may differ in their

interpretations of other pieces of information, but they tend to
agree more on the interpretation of these critical cues and use
additional cues to mitigate between competing hypotheses [Johnson
et al. , 1982] .
The model evaluation framework adopted requires that the
model's rules for performing the evaluation be found in the heuristics of expert behavior.

The judgement as to whether the model

is performing the task is then based upon a comparison between the
specific acts of model behavior on the task and by the behavior
of the expert auditors.

The comparisons focus upon (1) the iden-

tification and use of specific goals and objectives which direct
the search and confirmation processes, and (2) knowledge states,
and the cognitive processes that link them.

The model quality

will be evaluated by transcribing, scoring, and analyzing each
model trace and verbal protocol selected.

Protocols provide a

depth of understanding about judgement and decision making unavailable using other methods.

However, as in other methods,

the data must be reduced to a structured, objective image of
the processes that auditors are using.

The analysis is developed

by synthesizing the results of two analytical methods:

a top-

down, global analysis and a bottom-up, knowledge state/cognitive
process analysis.
The top-down analysis identifies single problem solving goals
from the protocols.

Proposed categories are developed through

functional analysis of the review task, formalized descriptions
of evaluation processes generally, and model fragments found in
the auditing literature.

An example may be the representation or

mental picture of the segregation of duties within the purchasing/
cash distribution function.

The identification of problem solving
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goals establishes the boundaries within which-the more detailed
state and process analysis is performed [Melone, 1984].
The bottom-up analysis focuses on knowledge states, the basic
set of facts, concepts and hypotheses generated by the subject,
and an associated set of reasoning processes called cognitive
processes (e.g., reading, requesting information, searching for
information).

Scoring protocol for reasoning processes permits

an understanding of how auditors use old knowledge states, generate new knowledge states, and the type of processes that link
the knowledge states together.

This analysis provides a "picture"

of the path taken by the auditor through his representation of
the task.

It differs from the top-down analysis primarily by

being more elementary and in finer detail [Melone, 1984].

An

example of an operator would be the "comparing" of two items.
By associating knowledge states and reasoning processes, a
"problem behavior. graph" will be developed [Newell and Simon, 1972].
A third, more general type of analysis, "lines of reasoning",
will then be determined by analyzing the "problem behavior
graphs" and the sequence of problem solving goals.

Lines of

reasoning involve the methods employed by the subjects to solve
the task.

Examples would be systemic search and directed search

strategies which have been identified in previous auditing
research [Biggs and Mock, 1981].
4.3.3.3.

Validity and consistency

The transcribed protocols and trace will be scored by two
independent raters, trained in the rules for coding these protocols.

The coded protocols from each coder will be compared, and

the proportion of agreement between the lists d2veloped by each
rater for two protocols rated will be computed.

Cohen's K [Cohen,

1960), an inter-rater reliability coefficient, will be employed
to adjust for agreement due to chance.

Traces generated by the

computational model will be scored by the same methods used to
score subject protocols.
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5.

PRELIMINARY RESULTS
Discussion of subject's decision processes includes several

levels of analysis:
sodes;

(1) systemic or directed strategy;

(2) epi-

(3) views or frames of reference; and (4) cognitive pro-

cesses.

From previous experience in cognitive modelling, we have

found that the decision-making behavior of experts cannot be adequately understood by analyzing cognitive processes alone, rather
several higher, controlling levels of analysis are important to
the modelling of expertise.

The preliminary results from the

protocol analysis of our first three subjects can be sunnnarized
in the above four categories.

The categories range from the more

general decision strategy of the subjects, to very specific types
of cognitive processes which allow the auditor to progress from
one knowledge state to another.
5.1.

Decision Strategy
Each of the original three subjects used a very systematic

breadth-first strategy for their analysis of the working papers
and decision making.
strategy.

This has been categorized as a systemic

They first identified all controls and then specified

audit procedures and sample sizes.

Systemic search contrasts with

a more directed or depth-first approach where decisions about
controls to test, including sample sizes, are made prior to the
complete analysis of the working papers.

This finding is con-

sistent with studies by Biggs and Mock [1983] and Biggs, Messier,
and Hansen [1985].

In each of those studies, two auditors used

the systemic strategy and one auditor used the directed strategy.
They observed that in both studies, the "experienced subjects
used a systemic strategy" [Biggs et al., 1985].
The finding that expert auditors doing internal control
evaluations and reviews use a systemic decision-making strategy
rather than a directed strategy may be surprising to some researchers studying expertise.

We hypothesize that this may be

due to the nature of the particular task.

Besides identifying

controls, deciding which controls to compliance test, and choosing sample sizes, auditors feel that they examine the entire
workpapers in order to catch any serious faults that may exist.
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Also, many of the controls and possible compliance tests are
interrelated, requiring an understanding of the complete system
and correlation of tests to maximize efficiency and effectiveness.
Therefore, a systemic strategy may be the most effective.
5.2.

Episodic Categories
The next macro level of analysis consists of identifying the

larger episodes used by the auditor in the decision-making process.

As defined earlier, episodes involve proposing tentative

goals and/or subgoals appropriate for the task, and then doing
the analysis necessary to either substantiate or disprove the
goals.

The major episodic categories are presented as a graph

in Figure 15.

The macro goal categories for the task are:

(1)

Decide on the likely inherent risk category of client and the
most probable overall audit approach to expect.

Such firm cate-

gorization is based on understanding the macro environment within
which the firm operates, firm size, growth, industry, and general
management characteristics.

(2) Decide if there are significant

processing controls which can be relied on and the appropriate
compliance tests.

(3) Choose which boundary controls for accounts

payable to rely on and the appropriate compliance tests.

(4)

Choose which controls over disbursements can be relied on and the
appropriate compliance tests.

(5) Evaluate the effectiveness of

general computer controls and other firm environment factors when
appropriate.

(6) Draw conclusions on overall audit approach,

controls to be relied upon, and appropriate audit procedures.

The

above episodic categories are closely related to manner in which
the firm-specific workpapers have been organized.
We have chosen to graph these episodic categories by dividing
each transcribed auditor protocol into a hundred equal units and
then classifying each unit in the appropriate category.

As can

be seen from the partial protocol graph in Figure 15, the episodes are sustained goal-seeking categories.

However, these

episodes are somewhat interdependent and must sometimes be suspended until other decisions have been reached.

An example is

where specific processing controls depend on the computer; before
conclusions about the specific tests of computer processing con-
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trols can be determined the auditor first determines the effectiveness of the general computer controls and extent that they
can be relied upon.

The graph allows us to relate how the epi-

sodes unfold and their relationship with other activities scored
for in the protocols.
5.3.

Views or Frames of Reference
Auditors appear to have major frames of reference through

which they view the data.

Such frames of reference allow them to

organize and evaluate various aspects of the data cues.

The

views or frames of reference identified from the auditor pr0tocols are:

(1) processing, i.e., the flow of documents and goods

through various processing tasks and controls within the firm;
(2) segregation of duties, i.e., the determination of incompatible
duties, access, or management override and its effect
trols;

on con-

(3) electronic data processing (EDP) factors, i.e., the

importance of the computer to the processing and control of data,
and relating how the lack of specific general computer controls
will affect the various application programs; and (4) the adequacy
of the working papers, i.e., how well those preparing the workpapers have captured and documented all relevant aspects of the
client's accounting system in order to draw control conclusions.
The data cues are analyzed from each of the above perspectives, but then must be integrated in deciding which controls may
be effective, which controls should be compliance tested, and
what type of compliance tests should be performed and how large _
of a sample would be sufficient.

Our primary subject has re-

ported flipping from one view to another in his mind as he analyzes the data and how a change in one view affects his other
views of the data.

Much of this ''flipping from one view to

another'' shows up in the protocol.

The graph in Figure 15

illustrates that there may be mention of more than one reference
frame in any of the protocol units.

Also note that the primary

frame of reference is processing, which enjoys more sustained
attention.

It should be noted that the working papers are organ ·

ized more from this frame of reference.
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5.4.

Cognitive Processes
Cognitive process decision operators provide the links between

individual knowledge states at the micro level.

Scoring the pro-

tocol for cognitive processes allows the determination of which
operators are used by auditors in their evaluation of internal
controls.

Figure 16 provides a list of operators scored.

The use of the data search operator is consistent with our
previous observation that auditors perform a comprehensive review
of all working papers available.

In addition, we find that audi-

tors deal with uncertainty by raising ques_tions, building conjectures, making assumptions, and proposing numerous tentative evaluations.

This use of discrete assumed outcomes rather than

probabilistic assessments of uncertainty is consistent with Biggs
et al.

[1985] and Doyle's [1983a,b] "reasoning by assumption."

No probabilistic remark, such as "I'm 75 percent positive that
invoices are adequately accounted for," was found in any of the
protocols.
The micro analysis, scoring of the cognitive processes, helped
most in the model building process when scored for within the
b~unds of the specific goals and objectives that direct the
search and confirmation processes.

The macro analysis of the

protocol provided the control structure around which the model
was built.
S.S.

Conclusions from the Research
A primary contribution of this study arises from our limited

understanding of the processes auditors use in reviewing and
evaluating internal accounting controls.

Analyzing and modelling

the knowledge states and related reasoning processes that managers
and partners use help to describe what it takes to have expertise
in auditing.

The research facilitates transmission, reproduction,

consensus, e nhancement, automation of the routine aspects of the
expert's task, and help experts and novices better solve problems
[ Ha y es-Roth, Waterman and Lenat, 1983].
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OPERATORS

COGNITIVE PROCESSES
-Nor-Ar1O-;--B-R-1E_F_OEs_c_R1Pr1or~-------------

------------------------====================================I. DATA ACQUISITION

I I.

III.

IV,

1.
2.

READ
DATA SEARCH

DS

3.

DATA RETRIEVAL

DR

PLAN

ASSIGNED WHEN SUBJECT READS OR
REPEATS TASK STATEMENT,
ASSIGNED WHEN THE SUBJECT
SEARCHES TIIE CASE FOR SPECIFIC
PIECES OF DATA,
ASSIGNED WHEN THE SUBJECT RETRIEVES A PIECE OF INFORMATION
STORED PREVIOUSLY IN EXTERNAL
(I.E., NOTES) OR INTERNAL MEMORY

R

p

ASSIGNED WHEN SUBJECT EVALUATES
HIS CURRENT REASONING STRATEGY
OR SPECIFIES A GOAL OR SUBGOAL

ANALYTICAL
5. ASSUMPTION

A

ASSIGNED WHEN SUBJECT GENERATES
AN ARBITRARY FACT ABOUT THE CASE,

6.

CONJECTURE

C

7.

EVALUATION

E

8.

QUESTION

Q

9.

l NFERENCE

I

ASSIGNED WHEN SUBJECT MAKES AN
IF-THEN, SCENARIO, OR HYPOTHETICAL STATEMENT,
ASSIGNED WHEN SUBJECT MAKES A
TELEOLOGICAL (PURPOSEFUL)
JUDGMENT ABOUT THE TASK BASED
ON SOME EXPLICIT OR IMPLICIT
CRITERION,
ASSIGNED WHEN SUBJECT WOULD
LIKE FURTHER INFORMATION ABOUT
THE CLIENT THAN IS CONTAINED
IN THE WORK PAPERS,
ASSIGNED WHEN SUBJECT INFERS
A CONCLUSION OR MAKES A
PREDICTION BASED ON EXPLICIT
PREMISES OR CUES,

4.

PLAN

ACTION
10. GENERATE
ALTER NAT I YE

GA

11.

DECISION RULE

R

12.

AUDIT
DECISION

AD

13.

OTHER
DECISION

OD

ASSIGNED WHEN SUBJECT STATES,
IN A TENTATIVE FORM, AN
ALTERNATIVE CONTROL, AUDIT
PROCEDURE, SAMPLE SIZE, OR
OTHER TASK RELATED ACTION,
ASSIGNED WHEN THE SUBJECT
SPECIFIED A METHOD (INCLUDING
HEURISTICS) FOR MAKING AN
AUDIT JUDGMENT,
ASSIGNED WHEN THE SUBJECT MAKES
A FINAL DECISION ABOUT A
CONTROL, WEAKNESS, OR AUDIT
PROCEDURE,
ASSIGNED WHEN THE SUBJECT
RECOMMENDS OTHER ACTIONS TO
BE TAKEN,

( See Malone [ 1984 l and Biggs et al.
Figure 16

[ 1985 l . )
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6.

CONCLUSIONS AND SUGGESTIONS FOR FUTURE RESEARCH
The objective of this research is to formulate and test a

model of the processes employed by expert auditors in reviewing
and evaluating internal accounting controls.

The purpose of the

research is to describe in greater detail the processes that are
used in auditor judgements.

The computational model provides a

means of testing the understanding.
A primary contribution of this study arises from our limited
understanding of the processes auditors use in reviewing and
evaluating internal accounting controls.

Analyzing and modelling

the knowledge states and related reasoning processes that managers
and partners use helps to describe what it takes to have expertise
in auditing.

This research facilitates transmission, reproduc-

tion, consensus, enhancement, automation of the routine aspects
of the expert's task, and help experts and novices better solve
problems

[Hayes-Roth, Waterman and Lenat, 1983).

In future research extensions, we plan to join the TICOM
modelling, querying, and evaluation techniques under the control
of an expert system decision model.

Such a marriage could allow

the resulting system to query the user for appropriate modelling
information, represent the client's system as a TICOM model, then
deciding what questions would be interesting to ask, query the
model and combine the results into a recommendation of controls
to test and a report on control weaknesses.

The resulting system

would allow both individual companies and auditors to make effective and efficient evaluations of internal controls.
Other research extensions of the current research include
extending the cognitive simulation approach developed in this
model to other auditing tasks.

The possibilities are numerous.

Examples of such tasks include combining the results of the compliance tests into a final evaluation of internal control and
then planning which substantive test to perform.
Future research will also include such sophistication in
auditing as to allow one computer system to analyze another computer's data base system and automatically pick and help evaluate
audit samples.

There is no lack of interesting research issues
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involving the use of DSS/AI/ES systems in auditing.
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